


[image: ]Agenda
14(iii)

SHREWSBURY TOWN COUNCIL

MOBILE DEVICE USAGE STANDARDS

1. PURPOSE

This document sets out the standards for the usage of Council owned Mobile Devices by authorised users.  [Device means mobile phone, smartphone, tablet or laptop computer, etc.]


2. OWNERSHIP

2.1	Devices remain the property of Shrewsbury Town Council and are provided for Council business use.

2.2	Devices will be issued to named individuals/teams and they must not be transferred unless agreed by the relevant Manager.  

2.3	When a user leaves the Council, or where the role no longer warrants use of a device, it must be returned to the Head Office for secure cleaning and reissue.

2.4	If the mobile device issued by the Council is lost or stolen the user must immediately contact your Manager or call the main office on 01743 281010, so a bar can placed on the device.


3.	LICENSING & COPYRIGHT

3.1	Shrewsbury Town Council is the sole licensee of the software installed or downloaded onto the device. Any copying, modification, merging or distribution of the software by the user is prohibited.

3.2	The user is responsible for complying with all hardware, software and service provider licensing agreements, terms of use and other intellectual property protections.


4.	LIABILITY

4.1	Users are personally responsible for the physical security and safety of their assigned device.

4.2	Users are responsible for all material sent from and/or stored on the device issued to them. Users accept responsibility for keeping their device free from all inappropriate, illegal or dangerous files or content.

4.3	Any service charges not related to Council business are the responsibility of the user and recoverable.


5.	ACCEPTABLE USE

The Council has made a public undertaking to the Information Commissioner’s Office (GDPR) to ensure that personal data is protected against unauthorised and unlawful access, accidental loss, destruction, and/or damage. Inappropriate disclosure of personal information could attract a fine from the Information Commissioner’s Office. Fines would be imposed against the Council for staff and Members acting on behalf of the Council, or Members individually, where an incident related to a Member’s non-Council activities/data, eg constituent data.

5.1	Personal use by the owner of the device is not permissible.

5.2	Users are responsible for ensuring that they know the rules that they are required to operate within, and know how the features of the devices/software operate to ensure that information is used and accessed appropriately.

5.3	Device security settings have been configured to meet Government compliance requirements and must not be amended, removed or bypassed. Installation of applications (‘apps’) must be arranged via Head Office.  Applications must be consistent with Council business use and checked to ensure that they do not risk unsecured transfer of non-public Council data outside of the Council network.

5.4	Applications, such as games, movies or personal social media, not related to Council business are not permitted on Council owned devices.

5.5	The whereabouts of a mobile device may be determined via its ‘location data’. Access to this data is strictly controlled and must only be used by the Council for legitimate work purposes, such as locating a lost device. Anyone using location data for non-Council purposes will be subject to disciplinary action.


6.	PERSONAL (PRIVATE) DEVICES AND SERVICES

To ensure the Council meets Government compliance requirements, personal devices or services (eg privately owned-phones/tablets or personal email accounts) must not be used to access or store non-public Council information.


USER DECLARATION

I can confirm that I have read and agree to abide by the terms of these Standards. 

I understand that a breach of these Standards may lead to disciplinary action.

	Print name:
	____________________________________________________

	Signed:
	____________________________________________________

	Date:
	____________________________________________________

	Device/Mobile Number:
	____________________________________________________

	CC Number/User ID:
	____________________________________________________
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Adopted by Council ………………………..
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