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SHREWSBURY TOWN COUNCIL

FINANCE & GENERAL PURPOSES COMMITTEE
9 APRIL 2018
Responsible Officer: Helen Ball
General Data Protection Regulations (GDPR)

1
Purpose of Report
This report is to update Council on the new General Data Protection Regulations, which come into force on 25th May 2018 and supersedes the existing Data Protection Act 1998.  Local Councils must comply and arrange for the control of personal data held and processed by the Council (the Data Controller).
Please not that since the regulations are still processing through Parliament and the new legislation is not yet on the Statue book, it is likely that further verbal updates will need to be given at the meeting as information is received.
2
Detail
The concepts and principles are very similar to the current Data Protection Act 1998, in that personal data must be processed lawfully, fairly and transparent; used only for specific purpose; accurate and up to date; retained no longer than necessary and processed in a manner that ensures appropriate security and protection.

However, Councils will have to do some things for the first time and do others differently.  Changes include new reporting requirements, increased fines & penalties, new rules on obtaining consent and writing privacy notices.  Other changes to note:

· Councillors and staff must have “suitable training”

· All Councillors and staff to use Shrewsbury Town Council e-mail addresses
· A Data Protection Officer to be appointed

· The £10 charge for a data subject access request has been removed

· Council must respond to a Subject Access Request (SAR) within a calendar month (currently 40 days)

· Councils will no longer register with the Information Commissioners Office (ICO) but will be required to pay an annual fee.  The fee (yet to be set) will be based upon the size of the Council, the amount of data it processes and it’s annual turnover
· Breaches must be notified to the ICO normally within 72 hours

· Failure to comply with GDPR places significant risk with fines of £17m or 4% of global turnover, whichever is the greater

Further details are set out in the circulated NALC “tool kit” (appended to this report) and Councillors are recommended to read pages 1 to 24 to ensure they are fully briefed.  Members may also find the ICO website useful: https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/ 
3
Action Plan

The table below sets out the basic documentation that the Council needs to put in place to demonstrate that it is working towards compliance.  A detailed action plan should be maintained in order that progress can be monitored.

	Item
	Headline Activity
	Action 
	Date Completed

	

	1
	Raise Awareness

	
	Become informed
	Town Clerk & Office Manager attended Unitary Authority presentation (Brief to all Shropshire Councils by T&W Council Data Controller at Shirehall)
	8 Nov 17

	
	Identify help and guidance
	ICO website viewed - Download ‘12 Steps to take’
	ongoing

	
	Formal Training
	Town Clerk and Office Manager undertake web training, via SLCC 
	17th January

	
	Training
	Undertake training with Councillors & Staff
	TBC

	
	Appoint Data Protection Officer / Identify Data Processing Officer
	Discussions taking place with neighbouring Authority
	Ongoing

	

	2
	Data Audit

	
	Undertake Data Audit
	Initial data 
	Ongoing

	

	3
	Identify & Document your Lawful Basis for Processing Data

	
	Policy
	Initial draft of Personal Data Management & Audit Policy
	Ongoing

	

	4
	Check Processes & How to Deal with Subject Access Requests (SAR)

	
	Policies & Templates
	Initial draft of Subject Access Request Policy (SAR) and letters
	Ongoing

	

	5
	Review How To Obtain Consent

	
	Consent Forms
	Initial draft of consent forms
	Ongoing

	

	6
	Update Policies/Notices

	
	Notices
	Initial draft of Privacy Notices for Public, Staff & Councillors
	Ongoing

	
	Policy
	Review Document Retention Policy, via Ellis Whittam
	Ongoing

	
	Website
	Update website
	

	


	7
	Build in Extra Protection for Children

	
	Consent Forms
	Initial draft of consent forms
	Ongoing

	

	8
	Update Contracts

	
	Confirmation
	Ensure compliance from our Contractors 
	Ongoing

	

	9
	Personal Data Breaches

	
	Training
	Include in Councillor & Staff training
	TBC

	
	Letters
	Initial draft of letters
	Ongoing

	

	10
	Build Data Protection Into Projects/Services

	
	Policies
	Initial draft of Data protection Impact Assessment (DPIA)
	Ongoing


Not all recommended documentation may be completed by 25th May, but the detailed Action Plan will show what plans the Council has in place to complete the remaining/ongoing steps.
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Data Protection Officer

The legislation requires the appointment of a Data Protection Officer (DPO).  Having said that discussions are taking place with Oswestry Town Council regarding each Town Clerk carrying out each other’s DPO function in some reciprocal arrangement.
Currently advice from NALC, SLCC and ICO is not clear as to whether the Town Clerk can be appointed DPO.  NALC believes there to be a conflict of interest whilst SLCC believes that measures can be put in place to allow the process.

Shrewsbury Town Council has the benefit of having an admin team to allow for segregation of duties and reduce any conflict of interest, potentially with the Office Manager advising Council on data processing, leaving the Town Clerk to remain independent and impartial of the process, fulfilling the DPO function.

Recommendations

(i) That the Council endorses the action plan set out above 
(ii) That the Council acknowledges the notes set out in the NALC Tool Kit
(iii) That the Council adopts draft Policies as presented
