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FULL COUNCIL COMMITTEE

 12TH November 2018 

Responsible Officer: Helen Ball - Town Clerk

CCTV Body Worn Cameras


Purpose of Report

To approve the Council’s policy for determining the use of personal body worn CCTV camera equipment which will ensure the appropriate and lawful use of technology throughout the Council.

Background

The development of body worn camera equipment has accelerated with many organisations across the UK now implementing the equipment as part of their business practices.

Following issues that staff have experienced whilst working in the Town Centre, Body-worn Cameras have been purchased to protect staff from abuse.  Workloads & work patterns have also been amended.

The use of such devices would be for the Prevention and Detection of Crime and for the Health and Safety of the Council staff.  

[bookmark: page44]During the course of their duties, staff can be presented with verbal abuse from members of the general public and in such circumstances body worn CCTV cameras could be activated.  It has been reported from other partners that the activation of these devices together with a verbal warning that recording is taking place has been shown to calm the situation down and protect Council staff from attack.

Actual examples of serious physical assaults / threats include:

· On the afternoon of Thursday 5th April 2018 staff were undertaking routine grounds maintenance work at the Library (Castle Street) and were the butt of unprovoked abuse from an individual.

· On the morning of Monday 21st May 2018 staff were clearing flower beds in The Square, off High Street when they were verbally abused and threatened by an individual.

In addition to these incidents there are further incidents that are not recorded which occur on a regular basis.

Usage

The operation of these cameras will be on a ‘use when necessary’ principle.  For most of the time the camera would be switched off and it is only in cases of perceived aggression that the unit would be activated and recording would begin.   It is recommended that the cameras are placed into standby mode (on but not recording), for quick activation if there is an incident.  This ensures that the entire incident is captured, rather than 5-10 seconds into the confrontation.  Footage is stored on an encrypted cloud server, which has government level security.  The footage is then deleted after 31 days if this is not needed as evidence.   Therefore, personal data would not be retained for longer than absolutely necessary.  



Agreed clear parameters in regard to perceived aggression at which point devices would either be switched on, or where practical the Council staff will advise the member of the public that they are going to switch on the device (Please be aware that you are being recorded on video and audio).   Failure to use devices as outlined within specific parameters for which they are authorised would be classed as a breach of the Data Protection Principles and therefore a criminal offence.

The definition of Perceived Aggression:

· An individual threatening Council staff with a weapon
· An individual threatening Council staff with the intention of causing bodily harm
· An individual encroaching within an arm’s length of Council staff (within their personal space)
· An individual making physical contact with Council staff

[bookmark: page45]Devices will be used to record incidents which can be used in Court proceedings.  Additionally, it provides protection for Council staff as it is a visible deterrent to any potential assailant, making a clear statement that their actions will be recorded, and records the actions of the officer, thereby reducing the scope for false allegations.  These issues are particularly relevant to officers required to work alone and in isolated areas.  Whilst some areas of the Town are covered by existing CCTV cameras, it should be stressed that not all of the areas of the Town have such cameras, and also where there are cameras in some locations, the image recordings are not of a quality which would assist with any incidents/investigations.

Training /Review

[bookmark: page3]Training will be provided to officers on the correct and appropriate use of the cameras and protocols prior to them being issued. 

In accordance with the legislative requirements a review process will take place.  This will inform the overall evaluation of the deployment, including lessons learned to be fed into any future deployment requests.  

Visibility

These cameras would be attached to the outside of the Council staff uniform via a magnet and would display the CCTV wording on the yellow background as this illustrates the potential for recording even while dormant and so could act as a deterrent without the need for activation.  In the event of an aggressive incident the device would be activated by pressing the video recording button, the camera will beep twice.  A red flashing light will be present on the camera’s front to confirm recording has started.

The Policy

The CCTV Body Worn Camera Policy attached sets out the:
· [bookmark: page2]Introduction
· Strategic policy statement
· Assessment process
· Purpose for deploying Body Worn Cameras
· Use and control of the devices
· Staff training and awareness
· Storage and retention of recordings
· Access, viewing and disclosure of stored data
· Review of the Policy
· Legal implications

A GDPR - Schedule of Processing, Personal Data and Data Subjects has been carried out (Appendix 1) to assess the risks around the privacy of individuals in the collection, use and disclosure of information.  



It is the view that the use of the cameras will assist in reducing serious verbal abuse and an escalation to violence and would show clearly to the officers that the Council values their safety.  In such cases, the evidence collected by the device could be used by the Police in potential prosecutions and this would again send the appropriate messages to staff and the public.

The Policy and decision making process will ensure that the risks associated with the use of the body worn cameras are managed.

[bookmark: _GoBack]Findings

The use of body warn cameras for Council staff are justified, subject to the provisions set out in this report being implemented:

· A clear Policy being implemented to ensure compliance with the Data Protection Principles
· Specific training for the officers using the devices
· A full audit programme is in place to ensure the devices are not misused

Evidence supplied backs up the potential use of such devices under the Schedule 2 and 3 Conditions of the Data Protection Act.

Legal Implications

The legislation, and the interaction of the legislation, which applies to body worn cameras is complex, and in order to manage the risks any deployment should be monitored closely.  As a result the Council is required to implement a CCTV Body Worn Policy and monitor and evaluate the recordings.  This will ensure that the obligations and requirements of the Data Protection Act 1998, the Human Rights Act 1998, the Information Commissioner’s CCTV Code of Practice and the Surveillance Commissioner’s Code of Practice are all taken into account.

In order to use such devices the Council has to be able to demonstrate that data processing would be valid under the Schedule 2 and Schedule 3 Conditions of the Data Protection Act and ensure that the use of the devices comply with the Information Commissioners Office CCTV Code of Practice and article 8 of the Human Rights Act and Equalities Act 2010.  

The likely conditions fall under Schedule 3 are in bold in the following list:
· Explicit consent has been given by the data subject 
· Necessary for the purpose of Employment rights/obligations
· Necessary to protect the vital interest of the data subject or another person
· Processing is carried out in the course of its legitimate activities
· Information contained in the personal data has been made public as a result of steps taken by the data subject
· Processing is necessary in connection with Public functions
· Necessary for compliance with any legal obligation
· Necessary for medical purposes

[bookmark: page4]Recommendation

1. That the principle of using body worn cameras be approved for the Health and Safety of the Council staff and for the Prevention and Detection of Crime.

2. That the CCTV Body Worn Camera Policy be approved.
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CCTV Body Worn Camera Council Wide Policy

[bookmark: page6]Revision History

	Revision Date
	Revision
	Previous Version
	Description for Revision

	November ‘18
	V0.1
	-
	Initial document


[bookmark: page7]
Introduction
This policy is a statement of the principles and assurances which govern the use of CCTV Body Camera units by the Council.  It provides best practice advice for those involved in using CCTV Body Camera units and utilising the material recorded.

The Policy has been drawn up to govern the management of all operations of CCTV Body Worn Cameras within the Council which are subject to the provisions of the:

· Data Protection Act 1998
· General Data Protection Regulation
· ICO CCTV Code of Practice requirements
· Human Rights Act 1998
· Surveillance Commissioners’ Code of Practice.

This policy will operate in conjunction with the Council’s General Data Protection Policy. 

This policy will assist users of CCTV Body Camera units with complying with their legal obligations.

The adoption and implementation of this policy will also ensure:

· ongoing compliance with any data protection good practice notes as may be released from time to time by the Information Commissioner's office
· that captured and retained images, and sounds, are of a suitable evidential quality
· confidence in the Council by those persons whose personal data may be captured, retained or shared

A number of appendices have been attached to this policy to assist in the deployment and usage of CCTV Body Camera units.  
[bookmark: page8]
Strategic Policy Statement
The Council will not use CCTV Body Worn Cameras as “spy systems”.  There will be no interest shown for the deliberate monitoring of people going about their legitimate business.

CCTV Body Cameras will only be deployed in an overt fashion.  The covert use of a CCTV Body Camera device will not be permitted as it would contravene the Regulation of Investigatory Powers Act 2000, without appropriate authority.  Should the Police request covert use, this must be confirmed in writing. 

All devices used by the Council are securely locked to ensure that data cannot be viewed by unauthorised users. 

The Council has produced the Body Worn Cameras Policy to ensure that members of the public are aware of the reasons for processing.


Members of the public will have rights to request any recordings held under the subject access provisions of the Act, which would need to be in line with the Council’s corporate Policy on access to information, other peoples faced would need to be blurred out. 

There may be occasions when other parties (such as the Police) may request such information, and in any such cases the Council’s Section 29/35 non-disclosure provisions procedures must be followed.

Assessment Process
A GDPR - Schedule of Processing, Personal Data and Data Subjects (Appendix 1) will be carried out in line with the CCTV Code of Practice to ensure they there are legitimate purposes for processing in line with the requirements of the Data Protection Act 1998 and Article 8 of the Human Rights Act 1998 and the suitability of use will be considered and authorised by the Town Clerk.

Purpose for deploying Body Worn Cameras
The Council will deploy CCTV Body Camera units to assist in providing recorded visual and audio evidence for the following purposes:

· Staff safety and protection,
· Staff training and development
· On Police request

It is the view that the use of the cameras will assist in reducing serious verbal abuse and an escalation to violence and would show clearly to the officers that the Council values their safety.  In such cases, the evidence collected by the device could be used by the Police in potential prosecutions and this would again send the appropriate messages to staff and the public.
Use and Control of the Devices
The operation of these cameras will be on a ‘use when necessary’ principle.  For most of the time the camera would be switched off and it is only in cases of perceived aggression that the unit would be activated and recording would begin.   It is recommended that the cameras are placed into standby mode (on but not recording), for quick activation if there is an incident.  This ensures that the entire incident is captured, rather than 5-10 seconds into the confrontation.  The unit will remain in record mode until such time as the staff member considers that the threat is no longer perceived. Footage is stored on an encrypted cloud server, which has government level security.  The footage is then deleted after 31 days if this is not needed as evidence.   Therefore, personal data would not be retained for longer than absolutely necessary.  

Activation will only occur in cases where there is deemed to be a potential threat to officer safety.

The definition of Perceived Aggression in this context is:
· an individual threatening an Officer with a weapon, or other object
· an individual threatening an Officer with the intention of causing bodily harm
· an individual encroaching within an arms-length of an Officer (within their personal space)
· an individual making physical contact with an Officer

CCTV Body Camera units deployed for this purpose will enable partial records of staff movements and actions are obtained to:
· assist in the investigation of any allegation of assault or abuse where a staff member is either the alleged victim or alleged aggressor
· cater for any random or unexpected act of assault or abuse, staff, members of the public and investigating agencies can have a greater confidence in the fact that a recording has been made of the incident



Any inappropriate use will be detected when the footage is later reviewed and any action that could give rise to concern will be fully investigated.  All instances of when the CCTV Body Camera has been used for recording during a relevant activity or incidents will be logged by the officer who has used the camera on the ASB log.

All staff using a CCTV Body Camera unit will visibly display a sign identifying their use of CCTV Body Camera equipment.  

In most cases Council staff would give a clear announcement that they intend to switch on the device (Please be aware that you are being recorded on video and audio), apart from where an incident occurs where Council staff do not feel that they are in a position / situation to be able to provide a clear message to the member of the public due to risk of harm being caused to themselves.

The devices would be clearly visible via a magnet.  Public are aware through social media and press that Council staff are now equipped with such devices.

Staff Training and Awareness
Training will be provided to ensure that the appropriate staff are trained in the use of the device, their responsibilities and the restrictions relating to the recording of activities and individuals.  

[bookmark: page10]All training will be recorded on the individual's HR file.

All staff using CCTV Body Cameras will be issued with instructions relating to the use of CCTV Body Camera.   Should they tamper, or interfere, with recorded sound or images, this may lead to possible disciplinary consequences.

Storage and Retention of Recordings
For data protection purposes the Council will act as the Data Controller for any obtained or retained recorded material.

The Council must ensure that such images are kept secure.  Footage is stored on an encrypted cloud server, which has government level security.  The footage is then deleted after 31 days if this is not needed as evidence.  All recorded material will be securely stored to ensure that at all times no unauthorised access to recorded material is allowed.  All access to stored data will be recorded.

Following the transfer of recorded material to a secure Council server, CCTV Body Cameras are electronically cleansed to erase all stored data prior to any further usage.

Stored data or images will not be retained for longer than necessary.  In some cases, especially where the data or images are to be used for legal purposes, it may be necessary to retain, data or images for longer than the normal retention period.  The Council’s Corporate Retention Schedule will set out how long such information may be retained.

[bookmark: page47]Audit procedures will need to be put in place to ensure that devices are being used in line with the requirements set out in this Policy.  An annual review will be conducted to ensure compliance, however for the first 6 month period of the system being operated full audits will be conducted every 4-6 weeks to ensure devices are being correctly operated.

Access, Viewing and Disclosure of Stored Data
Access, viewing and disclosure of stored data will be controlled by the Council as Data Controller in adherence with this policy or any specific legislative requirement or obligation.

[bookmark: page11]
Access to stored data will be restricted to named and trained individuals/roles within the Council.   Any unauthorised access must be reported immediately to the Town Clerk, who will take appropriate action.

All such persons should be aware that all access to stored data will be recorded and they must keep their password secure and not share it with anyone else.  

Access to and disclosure of stored data to third parties (Police) will only be made in limited and prescribed circumstances.  Where permitted, permanent copies of stored data will be provided on request in the form of a video.

Review of the Policy
Due to the ongoing changes in legislation this Policy will be reviewed and updated annually.

Legal Implications
The legislation, and the interaction of the legislation, which applies to body worn cameras is complex, and in order to manage the risks any deployment should be monitored closely.  As a result the Council is required to implement a CCTV Body Worn Policy and monitor and evaluate the recordings.  This will ensure that the obligations and requirements of the Data Protection Act 1998, the Human Rights Act 1998, the Information Commissioner’s CCTV Code of Practice and the Surveillance Commissioner’s Code of Practice are all taken into account.

In order to use such devices the Council has to be able to demonstrate that data processing would be valid under the Schedule 2 and Schedule 3 Conditions of the Data Protection Act and ensure that the use of the devices comply with the Information Commissioners Office CCTV Code of Practice and article 8 of the Human Rights Act and Equalities Act 2010.  

The likely conditions fall under Schedule 3 are in bold in the following list:
· Explicit consent has been given by the data subject
· Necessary for the purpose of Employment rights/obligations
· Necessary to protect the vital interest of the data subject or another person
· Processing is carried out in the course of its legitimate activities
· Information contained in the personal data has been made public as a result of steps taken by the data subject
· Processing is necessary in connection with Public functions
· Necessary for compliance with any legal obligation
· Necessary for medical purposes

The legal basis for the use of the system and is it operated in accordance with Schedule 3 of the Data Protection Act, necessary to protect the vital interest of the data subject or another person.


[bookmark: page12][bookmark: page13][bookmark: page15]
[bookmark: page22][bookmark: page43]

Appendix 1

Schedule of Processing, Personal Data and Data Subjects 

Is there a proper legal basis for the use of the system and is it operated in accordance with the Law? i.e. The Information Commissioners Office sets out a CCTV Code of Practice to ensure organisations comply with legal requirements of the Data Protection Act.

Yes, under Schedule 3 of the Data Protection Act - Necessary to protect the vital interest of the data subject or another person

	Description
	Details

	Subject matter of the processing
	Body worn cameras for Council staff

	Duration of the processing
	In cases of perceived aggression that the unit would be activated and recording would begin

	Nature and purposes of the processing
	Prevention and detection of crime.
Health & Safety of Council staff

Devices will be used to record incidents which can potentially be used in legal proceedings.  

Provides protection for Council staff as it is a visible deterrent to any potential assailant, making a clear statement that their actions will be recorded, and records the actions of the officer, thereby reducing the scope for false allegations. 

These issues are particularly relevant to officers required to work alone and uncorroborated in isolated areas.  Whilst some areas of the Town are covered by existing CCTV cameras, however not all areas of the Town have such cameras, and also where there are cameras in some locations, the image recordings are not of a quality which would assist with any incidents/investigations.

	Type of Personal Data
	Images would be personally identifiable, which could be us used in legal proceedings.

	Categories of Data Subject
	Members of the public causing aggression to Council staff.


	Plan for return and destruction of the data once the processing is complete UNLESS requirement under union or member state law to preserve that type of data
	The data is automatically deleted after 31 days UNLESS marked as evidential by the administrator. 

Once the contact has ended, the data will be provided to the organisation in the form of a S3 storage bucket or encrypted hard drive unless specifically instructed to delete all data held. 
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